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Background

The Provincial Perinatal Surveillance Program (PPBPincluded within the
mandate of the Newfoundland and Labrador Provineedinatal Program (PPP). The
PPP is funded through an operational grant provigedhe Department of Health and
Community Services, and is supported by the cotpmarvices of Eastern Health. The
PPP operates under the direction of the Provirkeasinatal Advisory Committee, which
has representation from all provincial health regiovarious related health professions
and the Department of Health and Community Services

The Perinatal Program is a multifaceted and integrgorogram that; offers
developmental follow-up of high risk infants; impients education programs for
perinatal health care providers; promotes standeddiprovincial perinatal clinical
competencies; and provides perinatal surveillanog epidemiology services for the
province. This blend of program and service promaieared expertise and evidenced-
based practice.

The terms of reference of the program are:

* Organization and implementation of the PerinatdloeUp Clinic for high-risk
infants.

» Development of guidelines for perinatal care, idahg obstetrical and neonatal
care.

» Provision of education services and resourcesritr&® providing perinatal care.

* Review and implementation of relevant nationallyeleped programs, related to
perinatal health.

* Prevention and health promotion advocacy in imprg\perinatal outcomes.

* Facilitation and support of research and qualitysuesnce initiatives, in
perinatology and developmental outcomes.

* Development and implementation of a Provincial iagl Database System.

By the collection, maintenance, analysis and digsation of data, the PPSP is
essential in the evaluation of obstetrical care tie province and inmaking
recommendations for best practicBhe monitoring of indicators, such as maternal
lifestyle behaviours, provides surveillance that pasitively influence health outcomes
by providing information on trends and patternsisk and protective factors that help to
explain morbidity and mortality. This surveillancean help determine effective
interventions, improve the identification of womanrisk, educate health care providers
and determine appropriate allocation of resources.

The Canadian Institute for Health Information (OlHhaintains the Discharge
Abstract Database (DAD) and requires all Canad@neacare institutions to collect data
on each hospitalization, including demographic nmfation, length of stay, most
responsible diagnosis, co-morbid diagnoses andedwoes. All diagnoses are coded
using the International Classification of Diseagd€s(ICD 10). The perinatal database
contains the DAD information plus the addition ahaximum of 102 perinatal variables
(80 maternal and 22 neonatal) from every persoaalti record, and is designed to be
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compatible with the Canadian Perinatal Database raittee’s minimum requirements,
S0 as to facilitate provincial comparisons.

An important source of the PPSP information, initold to the personal health
record, is the provincial prenatal record. Docuragah of this prenatal record is by
medical practitioners, midwives, regional nursed aarse practitioners. A copy of this
prenatal record is kept with every individual heafecord in institutions providing
obstetrical care, thereby enabling retrieval ofadabm both the personal health record
and prenatal record for the PPSP.

Introduction

The Provincial Perinatal Program el e BEE e
developln_g a populatlon-based p_erlnatal _datab< . name, address or telephohe
The confidentiality of personal information an number
the security and integrity of all data contained « race, national or ethnic origin,
the Provincial Perinatal database is ensured colour, religious or politica
the PPSP Data Management, Access and Rel beliefs or assoc'a“olns .
Policies; Newfoundland and Labrador's Hospi ;g;;talS;:‘;iusS(')erxf‘;?n”y?;t'aetztg“on'
Act; the Human !nvestlgatlons Committee . identifying number, symbol of
Memorial University; and the Access other particular assigned to an
Information and Protection of Privacy Ad individual
(ATIPP). As identified by ATIPP, specifi¢ <« fingerprints, blood type of
provisions of personal information are: inheritable characteristics

e health care status or history,
. including a physical or mental
1. Collected with consent and for disabilitg P
reasonable purpose » educational, financial, criminal ar
2. Used and disclosed for the limited purpo employment status or history
for which it was collected *  personal views or opinions

3. Accurate * opinions of others about the

4. Accessible for inspection and correction individual

5. Stored securely (Newfoundland and Labrador’'s Access |to

Information and Protection of Privacy Ac
2002).

According to the Newfoundland and Labrador’'s Haapitct, hospital records are the
property of that facility. The PP database acisntlas a data repository. The PPP utilizes
data contained in this database for clinical revéawl evaluation purposes in accordance
with its provincial and regional role.

The Newfoundland and Labrador Provincial Perin®algram has developed these
Surveillance Program Management, Access and ReRalsges, in order to ensure and
safeguard the proper protocol for data sharinga datess requests and reporting by all
contributors to the PP database.



Data Management

1. The PPP recognizes that every health care tfacd responsible and
accountable for documentation of data related siastical clinical events, in the
form of health records and information provided tte facility and the PP
database by an individual practitioner or grouppodctitioners (e.g. prenatal
records). As standard practice, checks are underthl each facility: Canadian
Institute for Health Information (CIHI) on a quaitebasis; the Newfoundland
and Labrador Centre for Health Information (NLCRnually, or following error
detection; and the Provincial Perinatal ProgramP(Pa&hnually, or following error
detection, to ensure accuracy and reliability aada

2. A copy of the database for each facility maside at or be accessed from that
facility. Use of this database is governed by pples and policies established by
the facility/region and the Newfoundland and LaleréglHospital Act.

3. An individual, identified by the region, acts arepresentatielata steward)
for the hospital and/or all the organizations ire @f the four Regional Integrated
Health Authorities (RIHA). This identifies a spokesson for the Health
Authority when permission or consultation by thePR®required.

4. In general, requests for information

a. specific to a health facility or facilities in a Bléh Authority will be
directed to that particular Health Authoritydpon request from the
Health Authority, the PPP will assist facilities wth both data release
and/or analysis.

b. general to the province will be reviewed by the PPP

5. As per the Hospital's Act, PPP will only releasggregate data that does not
identify any individual (i.e., woman or infant), ygician, member of a hospital
staff, or person employed by the hospital authodtyditionally, the PPP will

not release data in which groupings of fewer thani¥e individuals appear (As
recommended by Statistics Canada).

6. Data that could potentially identify an indiual, health care provider, or
person employed by the hospital authority, will betreleased by the PPP to any
group or individual unless approval from the Datecéss Committeehas been
obtained.

a. Requests should indicate the purpose for whichddta will be used and
the name of the individual(s) requesting data.

b. If the Committee responsible for giving data reeeapproval expresses
any concern, data will not be released.

" The Data Access Committee is comprised of PPPatdfresearch and perinatal experts, abiding &y th
PPSP Management, Access and Release Policies.

-4 -



c. Modifications to data requests may then be necgs¢sabtain approval.
7. All research projects, with potential for pghtion and presentation, may be
accommodated provided the project has been apptoyedrecognized research
and ethics review committee (such as the Humanstigagions Committee of
Memorial University).

8. Transfer of data will be secure, in accordamitk the policies of the Regional
Integrated Health Authorities, to prevent unauthediaccess.

9. Data in the PPSP will be retained indefinitelyth appropriate backup as
secured by Eastern Health and the PPP.

Storage and Security

Participating Hospitals

Each Integrated Health Authority is the owner of thata and is responsible for
authorizing the release of data to the PPSP arettRach hospital is responsible to its
Health Authority for implementing procedures, deypad either by the Health Authority
or the hospital to ensure safekeeping of the déia includes the use of software that
provides the ability to secure accesses by passiwgrigmentation.

The Provincial Perinatal Database

The perinatal data elements are stored in the 3MltieRecord Management
System. The Newfoundland and Labrador Provinciain@&l Program recognizes that
each hospital facility has safeguards in placertdggt the perinatal data elements, such
as policies and procedures based on the Canadade8ts Association (CSA) Privacy
Code outlined by Schedule 1 of the Federal Persémarmation Protection and
Electronic Documents Act, staff confidentiality agments, layers of passwords,
firewalls and other state-of-the-art technologydshen industry standards, and extensive
back-up systems to prevent loss of data.

Data extracted from this system to the Perinatatabase are stored on a
password-protected computer, in a series of exibe$ fwhich are also password-
protected. Analysis is conducted using Excel Piables and/or the Statistical Package
for Social Sciences (SPSS) software program.

Access to the_completgerinatal database is only provided to designtett of
the Newfoundland and Labrador Provincial PerinBtalgram.

The Perinatal Program office has restricted acaedke evenings, nights and
weekends. Offices are locked and all computerpassword protected.



Process for Submission and Approval of Requests fo the Provincial Perinatal
Surveillance Program

Background Information

Any health care provider or individual interestedpierinatal health may request
data from the PPSP. Requests are addressed irrdbBe in which they are received,
unless there are extenuating circumstances. Therniation provided from the
surveillance database may vary from raw data feeaschers to aggregate summaries for
decision makers.

There is a cost associated with the data retridvalestimate of the retrieval fee
can be obtained from the PPP for budget planningpgses. Requesters should be
prepared to describe the variables required, the tf data file needed and pertinent
details of the project (e.g. data linkage needs)tred an accurate estimate can be
provided.

Those receiving a grant for their projects are dskebuild in a retrieval fee to
their budget submission.

In some situations, the cost for data retrievatpiested by groups or individuals
from Newfoundland and Labrador may be waived.

All groups from outside of Newfoundland and Labradirlve billed a retrieval
fee based on cost recovery.

Submission Process

1. All requests must be in writing and describe irfisignt detail the purpose of
the request and the intended use for the informafmease refer to the
attached Data Request Form). Identification ofgpecific variables required
will improve the turn-around time for the data rested. If requesters are
unfamiliar with the PPSP, consultation with a stafémber from PPP is
recommended prior to submitting a request.

2. Requesters are asked to specify whether they greeséng data tables or a
data file to manipulate. Data tables will be readno the requester by e-mail
or Canada Post unless otherwise specified. Indal&dvequesting data files
are required to return a form outlining the lengthtime they will need the
data set and indicating their agreement to abidé¢hbyPPSP Management,
Access and Release Principles (please refer toatteched Data Use
Agreement).

3. Users of the data must acknowledge the Provinca&lnBtal Surveillance
Program of the Newfoundland and Labrador ProvinBtinatal program in



all publications or presentations. A copy of anynoscript using data from
the PPSP should be forwarded to the ProvincialnB&i Program once it is
accepted for publication. Notification of acceptantor poster or oral
presentation should be forwarded to the PPP withildeabout the title, date
and expected audience. N.B. Any publications orsgmeations using
individual level data, facility-specific data, omalyses that report cells
containing fewer than five observations must baesged by PPP prior to
submission. Additional review may be required.

4. Data requests can be denied by the PPP.

5. Breach of the PPSP Management, Access anad$elrinciples or of any
data sharing agreement specific to a particulayeptavill result in denial of
future requests from that individual or group.

Approval Process

To determine the Program’s ability to respond tadaquests, either the database
consultant or program director will first reviewetlrequests. Requests are categorized
according to the presence or absence of identifiegsotential identifiers (listed below)
and determined whether approval by the Data Ac@m®mittee and/or recognized
ethics review committee is required.

There are four categories of data request. Regukatior access and release are
specific for each category.

Category 1 — Non-identifiable/aggregate data
» Data without identifiers or potential identifiers.

Category 2 — Partially identifiable data

» Data that may potentially identify a care provider person employed by the
hospital authority.

Category 3 — Identifiable or potentially identiflallata
» Data containing personal identifiers or potentegonal identifiers.
» Data that can potentially be linked to other dasaisa

Category 4 — Facility/care provider specific datathat facility/care provider
» Data requested from hospital representatives agsighns, for data pertaining to
their facility or practice; required for audit poges.

" The Data Access Committee is comprised of PPPatdfresearch and perinatal experts, abiding &y th
PPSP Management, Access and Release Policies.
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Approval Process for Category 1 (Non-identifiable/ggregate data):

Includes all data that does not contain or allowtf@ identification of a specific
person or care provider.

Non-identifiable aggregate data is for multipurpase and may be released to a
Health Authority designate, researchers, educatestsidents and general
requestors by the Provincial Perinatal Program.

Data can be released to identify the level of tlealth Authority or region.
Respect for anonymity of the patient is of cardingbortance.

Data is used for routine reports; comparative eatedn and benchmarking, both
regionally and provincially.

Requests are reviewed through the PPP; the pugdke review is to ensure that
the requester’s question is fully understood anut@pmriate.

The PPP maintains the right to refuse data requests

Approval Process for Category 2 (Partially identifable data):

Data that involve potential identifiers of healtregrovider(s) or person (s), for

example a single obstetrician, employed by the italsputhority.

Requests in Category 2 are

1) Reviewed through the PPP; the purpose of the reiset® ensure that the
requester’'s question is understood fully and the&ienaal proposed is
appropriate.

2) Reviewed through the Data Access Committee; theasel of potential
identifiers will be negotiated with the requestadaestrictions on the use of
the data set may be imposed or data access denied.

3) Requires consultation and/or approval with/from tappropriate Health
Authority Data Steward(s) Data stewards have the right to refuse
permission if it is deemed not to be in the begtrasts of the individual or
health care provider.

4) For projects in this category, collaboration witRRPor the appropriate data
steward is recommended.

Approval Process for Category 3 (Identifiable or peentially identifiable data):

Includes all data containing personal identifierspotential identifiers (such as,

infant birth date and time, postal code, etc) thaequested, and data that involve
a database linkage (can potentially be linked beotlatabases).

Requesters are advised to review the PPSP ManagieAwsess and Release
Policies to ensure that proposals are consistehttivese principles.

” The Data Steward is a designated representatitredfiealth Authority owning the data source, wo i
consulted by PPP when necessary



* A meeting with a PPP representative is recommetmetarify any questions.

* Requests that require identifiers or potential idiems will be subject to a
stringent review process that includes approval frm the PPP Data Access
Committee.

* Researchers should be aware of the following caveat

1. All research projects must be reviewed by a recghEthics Board, such
as the Human Investigations Committee (HIC) of MaaldJniversity for
Faculty of Medicine and School of Nursing submissio or the
Interdisciplinary Committee on Ethics in Human Rest (ICEHR) for
all other academic units.

2. The Research Proposal Approval Committee (RPAC)t mexgew any
projects that will use data pertaining to patienfsthe Health Care
Corporation of St. John’s.

3. If researchers intend to contact patients or plessc from facilities
outside the Health Care Corporation of St. Jolor'syeed to access health
records in these facilities, approval from the Rese Board for each
facility/region is required.

* In the event linked health data is required, pples as developed by the
Newfoundland and Labrador Center for Health Infarorawill be incorporated.

* The NL Provincial Perinatal Program will formallypcument terms, conditions
and the procedure for the release of personalnrdtion for research purposes.

Approval Process for Category 4 (Facility/care proider specific data for that
facility/care provider):

* Includes all data specific to own facility and pree, and is released only to
those hospital representatives or physicians.

* Requests are reviewed through the PPP; the pugidke review is to ensure that
the requester’s question is fully understood anu@griate

Contact Information:
Phil A. Murphy, Data Consultant / Analyst
Provincial Perinatal Program
Janeway Children's Health and Rehabilitation Centre
St. John's, NL A1B 3V6
Phone: (709) 777-4867  Fax: (709) 777-4125
Email: nlppp@easternhealth.ca
Web: http://mww.nlppp.ca

Adapted and revised with permission from the
Nova Scotia Reproductive Care Program
and the
British Columbia Reproductive Care Program
April, 2005



Newfoundland and Labrador
Provincial Perinatal Program

Data Request Form

Date Submitted: Date Required:

Name(s):

Organization(s):

Contact Information:

Mailing Address:

Research Ethics Board Approval (e.g., HIC, ICEHR, SWGCERC) _ Yes _ No___ N/A
Preferred Data Format: Paper Electronic File

Specify Month(s)/Year(s) Required:

Preferred Electronic File Format: MS Access MS Excel MSWord
Text (Tab delimited) CSV (Comma delimited) SPSS dBase |V

Specify Variables Needed:

Project Title:
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Purpose of the request/Objective of the study:

Use of this information (please indicate all that pplies and provide details about
journals targeted, and the expected audience for psentations or any other forms of
information dissemination):

Link to another data file Publication Grant application
Poster presentation Oral presentation Information pamphlets

Contact Information:
Phil A. Murphy, Data Consultant / Analyst
Provincial Perinatal Program
Janeway Children's Health and Rehabilitation Centre
St. John's, NL A1B 3V6
Phone: (709) 777-4867 or 777-4656
Fax: (709) 777-4125
Email: nlppp@easternhealth.ca
Web: http://www.nlppp.ca

FOR OFFICE USE ONLY

Date Received:

Category of Request:

Missing Attachments/Information:

Approval Date:

Contact Date:
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Newfoundland and Labrador Provincial Perinatal lPaioy
Janeway Children’s Health & Rehabilitation Cen8g,John’s, NL Canada A1B 3V6
Telephone: (709) 777-4867 Fax: (709) 777-412&aiE nlppp@easternhealth.ca

Data Use Agreement

The enclosed data set in electronic format/harg ¢agm the Provincial Perinatal

Database is provided to

for the project entitled:

Please read and initial each box to indicate your agreement with the statement.
o | certify that | have carefully read the Newfoundieand Labrador
Provincial Perinatal Database Management, Acces&fRatease Principles
(attached), and will abide by these principles.
o | plan to work with this data file until
. After this detelata set will be

returned to the PPP unless alternate arrangenmriiteferasure and
destruction are made with the PPP.

o | will not distribute data to individuals outsideetgroup identified in this
proposal.

o | will use the data set only for the project idéatl above. Use of the data

set for another project requires submission andosap of that project.

(Signature) (Position) (Date)

(Witness) (Position) (Date)
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